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Recruitment 
Privacy Information
and
Application Guidance Notes 



Introduction
The application form is an important first step in the assessment process and it is used to screen applicants and to decide who will be brought forward for an assessment centre and or interview.  The application form has standard sections which capture biographical information about you.  The section entitled Person Specification Evidence requires you to provide information to demonstrate how well you meet the essential and desirable criteria specified for the post.  Please note – this section along with information you provide relating to qualifications and training will be scored so it is imperative that you provide as much detail as possible and relate your answer specifically to the areas detailed in the relevant section.  Details of required qualification for each post can be found in the person specification.  CV’s in lieu of completion of the application form will not be accepted. 
 All applications are reviewed and marked using strict criteria to ensure that the highest standards of accuracy and consistency are applied in all cases.   
 Before returning your completed application form, please check that you have completed each section and that you have provided as much information as you can. The persons selected for the next stage in the selection process will be those who most closely meet the essential and where necessary the desirable criteria also. 
 PLEASE NOTE: You must return your application in electronic format.  Hard copies are not required and will not be accepted.  If you are unable to attach an electronic signature to your application, a signature will be sought at a later stage of the process.   

 Please return completed application forms marked confidential to humanresources@ddfire.gov.uk  

 Receipt of electronic applications will be acknowledged within 48 hours of receipt.   If after 48 hours you have not received an acknowledgement you are advised to contact HR on 0191 375 5578 to ensure your application has been received. 


What you should have received
Application form
Job Description/Person Specification 
Advert 
Guidance notes / Privacy information 
Equality, Diversity and inclusion monitoring form 

Data Protection
As part of any recruitment process, County Durham and Darlington Fire and Rescue Service (CDDFRS) collects and processes personal data relating to job applicants.  CDDFRS  is committed to being transparent about how it collects and uses that data and to meeting its data protection obligations.  You can find out about your rights and how we will protect your data in our “Universal Privacy Notice” which can be found on our website
This privacy notice tells you:  
what information County Durham and Darlington Fire and Rescue Service are collecting about you  
why we have collected it  
how it will be used 
You can find out about your rights and how we will protect your data in our “Universal Privacy Notice” which can be found on our website.
Information Asset Owner: HR Manager
Information collection area: Recruitment
As part of any recruitment process, County Durham and Darlington Fire and Rescue Service (CDDFRS) collects and processes personal data relating to job applicants. CDDFRS is committed to being transparent about how it collects and uses that data and to meeting its data protection obligations.



[bookmark: _Hlk2757113]How we collect the information about you 
CDDFRS collects your information in a variety of ways.  For example, data might be obtained from: 
Application forms
Registration data for online tests 
Your passport or other identity documents 
Collected through interviews or other forms of assessment, including online tests. 

CDDFRS will also collect personal data about you from third parties, such as references supplied by former employers, information from employment background check providers and information from criminal records checks. 
CDDFRS  will seek information from third parties only once a job offer to you has been made and will inform you that it is doing so.
Your data will be stored in a range of different places, including on your application record, in HR management systems and on other IT systems (including email).

Why we are collecting your information 
CDDFRS needs to process data to take steps at your request prior to entering into a contract with you. It also needs to process your data to enter into a contract with you. In some cases, the organisation needs to process data to ensure that it is complying with its legal obligations.  For example, it is required to check a successful applicant's eligibility to work in the UK before employment starts. 
Processing data from job applicants allows the organisation to:
Manage the recruitment process
Assess and confirm a candidate's suitability for employment and decide to whom to offer a job. 

CDDFRS may also need to process data from job applicants to respond to and defend against legal claims.

The organisation processes health information if it needs to make reasonable adjustments to the recruitment process for candidates who have a disability.  This is to carry out its obligations and exercise specific rights in relation to employment. 
For some roles, the organisation is obliged to seek information about criminal convictions and offences.  Where the organisation seeks this information, it does so because it is necessary for it to carry out its obligations and exercise specific rights in relation to employment/comply with a regulatory requirement to establish whether or not an individual has committed an unlawful act or been involved in dishonesty or other improper conduct.
You are under no statutory or contractual obligation to provide data to the organisation during the recruitment process.  However, if you do not provide the information, the organisation may not be able to process your application properly or at all. 
If your application is successful, it will be a condition of any job offer that you provide evidence of your right to work in the UK and satisfactory references.
Where the organisation processes other special categories of data, such as information about ethnic origin, sexual orientation, health or religion or belief, this is for equal opportunities monitoring and the data that is provided is anonymous and cannot be traced back to an individual application.  You are under no obligation to provide information for equal opportunities monitoring purposes and there are no consequences for your application if you choose not to provide such information.
If your application is unsuccessful, the organisation will keep your personal data on file in case there are future employment opportunities for which you may be suited.  The organisation will ask for your consent before it keeps your data for this purpose, and you are free to withdraw your consent at any time.

What information is being collected?
[bookmark: _Hlk2757518]CDDFRS collects a range of information about you.  This includes: your name, address and contact details, including email address and telephone number; details of your qualifications, skills, experience and employment history; information about your current level of remuneration, including benefit entitlements; whether or not you have a disability for which the organisation needs to make reasonable adjustments during the recruitment process; information about your entitlement to work in the UK. 
Where Special Category information relating to equal opportunities monitoring information, including information about your ethnic origin, sexual orientation, health, and religion or belief is collected this is anonymous.
Your data will be stored in a range of different places, including on your application record, in HR management systems and on other IT systems (including email).

How we will use your information
We will only use your information for the purposes of carrying out the application and recruitment process.  If you are offered and accept employment with County Durham and Darlington Fire and Rescue Service (CDDFRS), the application and recruitment process will become part of your employment record.

Data subject category
Members of the Public/ Candidates

[bookmark: _Hlk343704]Legal basis for the processing
CDDFRS’ entitlement to process your personal information is governed by a number of processing conditions. This means that we may rely on more than one of these conditions in order to process elements of your personal information such as:
•	Consent: You have given clear consent for us to process your personal data for the specific purpose of recruitment. 
•	Legal Requirement - The service will also process your personal information where it is required by law or regulation. This processing will always be fair and lawful.

Who we share your information with
Your information will be shared internally for the purposes of the recruitment exercise.  This includes members of the HR team, interviewers involved in the recruitment process, managers in the business area with a vacancy and IT staff if access to the data is necessary for the performance of their roles.
The organisation will not share your data with third parties, unless your application for employment is successful and it makes you an offer of employment.  The organisation will then share your data with former employers to obtain references for you, employment background check providers to obtain necessary background checks and the Disclosure and Barring Service to obtain necessary criminal records checks. CDDFRS will also share your data with our Occupational Health providers.
The organisation will not transfer your data outside the European Economic Area.

How long we hold your information for
If your application for employment is unsuccessful, the organisation will hold your data on file for no longer than six months after the end of the relevant recruitment process.  If you agree to allow the organisation to keep your personal data on file, the organisation will hold your data on file for a further twelve months for consideration for future employment opportunities. At the end of that period or once you withdraw your consent, your data is deleted and/or destroyed.
If your application for employment is successful, personal data gathered during the recruitment process will be transferred to your personnel file and retained during your employment, further information relating to retention of employee information can be found in our Employee Privacy Notice. 

More Information
If you require more information, please contact our Data Protection Officer using the following email address: dpo@ddfire.gov.uk

Fair Processing Notice
CDDFRS is under a duty to protect the public funds it administers. To this end CDDFRS may use any personal information it holds in its systems about you for the prevention and detection of fraud. CDDFRS may share data you provide with other organisations which handle public funds. It may also share this information with other bodies responsible for auditing and administering public funds for these purposes. 

Further information relating to the NFI exercise, including the Cabinet Office’s legal powers and reasons why it matches particular information, can be obtained from the Gov.uk website - www.gov.uk/government/collections/national-fraud-initiative  
Please also refer to their Fair Processing Notice Full text webpage at http://www.gov.uk/government/publications/fair-processing-national-fraud-initiative/fair-processing-level-3-full-text
If you have any questions regarding this matter, please e-mail the Finance Office at Finance@ddfire.gov.uk
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