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BUSINESS AND RESOURCES
PERSON SPECIFICATION

POST TITLE:

Information Security Analyst 

GRADE:


Band 8

	

	ESSENTIAL


	DESIRABLE
	METHOD OF ASSESSMENT



	Educational Attainment


	· Educated to HND or Degree level or equivalent


	· Educated to HND or Degree level or equivalent in an IT or Digital related topic

· Recognised training in cyber security

· Recognised Info Security qualification/training


	· Application form

· Certificates



	Work Experience


	· Significant experience in an Information Security role
· Experience performing security audits/reviews/ investigations
	· UK public sector information/cyber security experience

· Experience of security testing such as NESSUS/Qualys/ Penetration testing


	· Application form

· Interview

· References

· Presentation



	Knowledge/

Skills/

Aptitudes


	· Developing/implementing information security policies

· Developing/delivering information security training and awareness 

· Data privacy and protection requirements e.g. GDPR

· Understanding of operational risk and general risk assessment procedures

· Solid analysis skills and able to think critically
	· Knowledge and experience of using ICT analysis or security tools

· A broad understanding of firewalls, perimeter security, Operating System security and security management software

· Knowledge and experience of IDS/IPS

· Understanding of information security  within M365 and Teams 


	· Interview
· References

· Presentation



	Disposition


	· Credible, professional, enthusiastic and resilient

· High performing when working independently or as part of a team

· Able to learn quickly from setbacks and failures and use the learning to deliver new and better outcomes
· Quick to learn new solutions and acquire new skills

· Flexible approach to work

· Committed to the principles of equality and diversity


	
	· Interview
· References



	Circumstances


	· Prepared to work outside of normal office hours as required

· Baseline security clearance


	· Full current driving licence or access to a means of mobility support

· Willing to use own transport (if available) for work duties when necessary


	· Application form

· Interview

· Basic check
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